
3 Important Tips When Using 

HCAI’s Two-Factor Authentication 

Visit HCAIinfo’s Verification Code Help page for more information and a helpful FAQ.

Learn more on HCAIinfo

User Administrators should take this opportunity to review their users’ accounts in HCAI. It’s free 
and easy to set up individual user accounts for everyone at your facility who accesses HCAI. This will 

make it easy for them to log in because the verification code will be sent directly to the email 

address or cell phone number linked to their account.
To learn how to create a new user account, visit HCAIinfo’s Add New User page. 

#1 Review Your Facility’s User Accounts

#2 Every User Should Review the My Profile Tab

The My Profile tab displays the information associated with your user account, including the contact 
information that will be used for two-factor authentication. Ensure the email address associated 

with your user account is one you personally have access to, and add a cell phone number to 

receive verification codes via text if desired. If needed, ask your Authorizing Officer or another User 
Administrator to update your email address. Step-by-step instructions can be found on the Update 

User Email Address page. 

To complete the login process, you must keep the HCAI verification code window open while 
you retrieve your code. The verification code expires after 60 minutes if received via email, or 10 

minutes if received via text. If the verification is entered incorrectly, you can retry it a limited number 

of times before your account will be suspended. You can also change the delivery method or resend 
a new code using the links on the screen. If you become suspended, use the “Forgot your 

Password?” link to reset your password. 

#3 Ensure the Verification Code Entered is Valid

Important: If you need to update 
your email and you are an 

Authorizing Officer (AO), you must 

update your email address on your 
user account under the User 

Management sub-tab and in the 

Authorizing Officer section on the 
Facility Management sub-tab. Visit 

Change AO Email page for more 

information. 

Two-factor authentication is applicable to all users who access the HCAI application at www.HCAI.ca. 
Here are our top three tips to ensure successful login.

https://www.hcaiinfo.ca/Health-Care-Facility/Troubleshooting/Password-and-User-Name.asp#fndtn-VC
https://www.hcaiinfo.ca/Health-Care-Facility/Management-and-Administration/Manage-Users/Update-User-Information.asp#fndtn-add
https://www.hcaiinfo.ca/Health-Care-Facility/Management-and-Administration/Manage-Users/Update-User-Information.asp#fndtn-email
https://www.hcaiinfo.ca/Health-Care-Facility/Management-and-Administration/Manage-Users/Authorizing-Officer-Infomation.asp#fndtn-email

